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The program for the pro�le “System and Network Administrator” is focused 
on  preparing  the  students  for  the  position  of  a system  administrator in 
medium sized and  big  companies. The  program o�ers familiarisation with 
then  ewest   technologies  and practices  of   installation, maintenance and 
administration  of networks  and  servers   infrastructure,  by including: LAN 
and WAN networks, WiFi networks, servers (Microsoft and Linux), databases, 
virtualisation,  “cloud  computing”,  mobile networks, mobile networks,  net 
level  systems,  and  provides  the  foundation  for  IT  project  management, 
communication and sales.

The program combines theoretical  concepts  with  laboratory exercises 
and real work tasks from day one. Consequently,  students  who  do this 
program are competitive  and  comparable to  the  workers of this areas 
with 2 years of practical experience. They are able to perform work tasks
 with minimal supervision, possess skills,  and abilities to solve practical 
problems critically and creatively, have su�cient theoretical foundation 
and  are  open  to  lessons  and  new  ideas  in  the  unstoppable path of 
technological development.



PROGRAM  DURATION

The   program   System   and   Network 
Administrator  is  fully   disclosed  along  2 
academic years  divided into  2  semesters 
per year. Each semester contains 300 hours 
contact,  60   ECVET   credits   respectively. 
Each semester contains 300 hours contact,
60  ECVET  credits  respectively. 
Consequently,  the  general  fund of hours 
for the four semesters of this pro�le for all 
subjects is 1,200 hours, 240 ECVET  credits 
respectively,  according   to   the   National 
Quali�cations  Framework  of  Kosovo. 

LEARNING METHODOLOGY 

The program is organized and oriented so 
as    to   simulate    the   environment,   the 
requirements    and     real     problems    in 
industry.  The   theoretical   and  academic 
basis is of particular importance, however
the methodology of immediate application 
knowledge  in  practice,  ensures  that  the 
student feels more like an  employee than 
as  a   student.  Professors  for  this  pro�le, 
besides having the appropriate academic 
preparation,   have    also    the   necessary 
practical  experience  in the  industry of IT, 
and hence is  easier for  them  to plan  and 
orient individual tasks  to  students  out of 
their everyday studies in the school. 

The    method     is     based     on    building 
knowledge  and skills of the students, step
 by step. The  learning  technique  is  “prior 
learning’,    which    means   that    students 
should be committed in the subject matter 
in     advance.     In     addition    with    their 
homework from their previous lesson, they 
should also  read  and prepare for the next 
lesson.   Thus    students   are   not   passive 
recipients  of   information,  but  are  active 
participants   in   the  learning   process  by 
discussing  and  actively applying the skills 
and   the   knowledge    form    the    lesson.

 

This working method changes  the role  of 
the   professor,   form   that   of    a   passive 
lecturer,  in   an   active   facilitator   in   the 
learning process, enabling students to use
 time  more  e�ectively  in  communicating 
with  the  professor  and  with  each  other, 
and   leaving   enough  space  to  focus  on 
practical work.

The Learning Recourses used in this program are from di�erent categories:

Books 
Online Materials 
Video Lectures 
Video Guide for certain topics 
Relevant software for learning, interaction and testing 
Hardware laboratory equipment: servers, routers, switches, tools and materials
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Nr. Semester Number of Credits: 
ECV 

1 English Language for IT I 8

2 Web and mobile media basics I 8

3 Math for computes sciences I 12

4 The basics of ICT I 16

5 Computer Networks 1 I 12

6 Server Infrastructure 1 II 16

7 Introduc�on to Linux II 12

8 Computer Networks 2  II 12

9 Scien�fic theories and methods II 8

10 Elec�ve courses II 8

11 Server Infrastructure 2  III 16

12 Wireless networks III 12

13 Virtualiza�on of servers III 16

14 Computer networks 3 III 12

15 Elec�ve course III 8

16 Computer networks 4 IV 12

17 Infrastructure security, countermeasures and security a�acks IV 12

18 Introduc�on to Cloud IV 12

19 Introduc�on to mobile infrastructure IV 12

20 Administra�on of database servers IV 16

ELECTIVE COURSES

1 Project Management in IT - 8

2 Business communica�on - 8

3 Introduc�on to sales - 8

4 Design and documenta�on - 8

5 Produc�vity and process automa�on tools - 8

6 Entrepreneurship and innova�on - 8

Name of the Module



LIST OF MODULES FOR THE 
NETWORK    AND    SYSTEM 
ADMINISTRATION

Education

1. English Language for IT (1-st sem. 8 credits)

This module provides theoretical and practical tools to equip  students  with  essentials  knowledge 
of  English  language   terminology  in  the  areas  of  Information  Technology  and  Communication, 
networks and systems. The candidate will be able to read and understand IT literature and materials, 
technical speci�cations,documentation of IT projects. Students will be able to draft documentations 
and bids for IT products and services and to communicate it to oral and written English.
http://www.britishcouncil.al/sites/default/�les/english-for-skills-1.pdf 
http://www.britishcouncil.al/sites/default/�les/english-for-skills-2.pdf

2. Web and mobile media basics (1-st sem. 8 credits

This module  covers  the  concepts  and  practices  needed  to  create  Internet  content. The module 
provides the overall technical overview of the Internet in the broad sense and structure of the World 
Wide  Web   (WWW)   in   particular.   The   technical   segments   focus  on  the  design  and  e�ective 
implementation  of   client-side   or   front-end   websites;   and   adaptation  for  mobile  devices.

3.Math for computes sciences (1-st sem. 12 credits)

The  module  includes  topics  from:  mathematical  knowledge,  communities,  relations,   functions, 
elementary principles of enumeration; basic understandings of number theory; basic graph  theory. 
The module  fosters  critical  thinking  and  enhances  creativity  of  candidates  to  �nd  solutions   to 
various problems by �rst expressing them in mathematical form.

4. Basic of ICT ( 1-st sem. 16 credits)

The module covers essential computer skills as well as  introductory  career  skills   IT  level.  Develop 
working   knowledge  of  how  computers  and mobile  devices  operate,  identify  common  security 
threats and weaknesses such as malware, phishing, spoo�ng and social engineering. It also includes 
the skills and the procedures to install, con�gure and troubleshoot computers, mobile devices and 
software. 
IT Essentials: https://www.netacad.com/courses/os-it/it-essentials
This module prepare candidates in CompTIA A+ certi�cations.
https://certi�cation.comptia.org/certi�cations/a#overview



6. Server Infrastructure 1 (2nd sem. 16 credits)

In this module candidates learn about the forms and physical contents of servers up to 
explanation of data center equipment. The module includes identi�cation and classi�cation of 
systems according to hardware speci�cations, software relative to servers, various data storage 
techniques, documentation, best practices, security and con�guring, preventing server disasters 
and recovering from such situations, server problem identi�cation and techniques to remove
 those problems.
This module prepares candidates for CompTIA Server+ certi�cation. 
https://certi�cation.comptia.org/certi�cations/server

8. Introduction to Linux (2nd sem. 12 credits)

The module   introduces  candidates  to  Linux  operating  systems. Topics  include  installation,
basic   commands,   services,   system   structures,   services,   writing   and  tools,  and  presents 
important system administration techniques.

The module is mainly oriented for aspiring candidates to have a career in System Administration, 
Network Engineering and Software Development.

The module contains enough information to guide you through the installation, administration
 and provision of not only the Linux operating  system  but  also  the  various  software  services 
running on it.

This  overview  of  Linux  operating  systems  includes  help   topics   candidates   in   preparing 
certi�cations at: CompTIA Linux +, LPIC-1 and RHCSA. CompTIA Linux+
https://certi�cation.comptia.org/certi�cations/linux LPIC-1: 
https://www.lpi.org/our-certi�cations/lpic-1-overview RHCSA: 
https://www.redhat.com/en/services/certi�cation/rhcsa

7.Computer networks 2 (2nd sem. 12 credits)

This module aims to  describe  the  architecture,  components  and  operations of  routers  and 
switches on a small computer network, including the capability of basic con�guration of these
 devices. The   module  includes   the    concepts   of    Travel;  Static   Route;  Dynamic   Journey; 
Commuted   Networks,   Switch   Con�guration,   VLANs,   Checklists   Access,   DHCP   Protocol,
NAT  Protocol  for  IPv4  Networks, Selection, Management and Computer Network Equipment
Maintenance. 

CCNA R&S: Routing and Switching Essentials: 
https://www.netacad.com/courses/networking/ccna-routing-switching-essentials

5. Computer Networks 1 (1st sem. 12 credits)

This module  is intended to  serve  as  an   introduction   to   architecture,  structure,  functions,
components and models of computer networks providing basic concepts of of this technology: 
Exploring   nets;   Con�guring   a   Network    Operating    System;   Network   Protocols   and 
Communications;  Network  Access;  Ethernet;  The  Network  layer;  Addressing  to  Internet 
Protocol; Network Subnet; Transport layer;
Application Layer; Building a Small Computer Network. 
CCNA R&S: Introduction to Networks: 
ttps://www.netacad.com/courses/networking/ccna-rs-introduction-networks



9. Scientific theories and methods (2nd sem. 8 credits)

The module explains the nature of the research and the  methods  used for investigation from 
academic, scienti�c to business as  well  as  situations in  it  which  are  applied  by elaborating 
practical  examples . It  includes  key  approaches  and  methods  for  identifying,  formulating, 
discussing and  analyzing  scienti�c  problems,  �nding of relevant literature,  scienti�c  ethics, 
quantitative and qualitative methods for data collection and analysis in the �eld  of computer 
science and engineering.

10.Server infrastructure (3rd sem. 16 credits)

The main purpose of this module is the essential learning of Domain Services, Installation and 
AD DS management, Group Policy Object learning (GPOs), Implementation and management
certi�cate  authority  (CA)   with  AD CS,  implementation  of  DNS,  DHCP,  VPN,  installation  of 
operating systems through the network.

The module also prepares candidates for certi�cation in: Networking with Windows Server 2016: 
https://www.microsoft.com/en-us/learning/exam-70-741.aspx; Identity with Windows Server 2016: 
https://www.microsoft.com/en-us/learning/exam-70-742.aspx

12. Wireless Network (3rd sem. 12 credits
This module is designed to let students know  more about  the  devices  and  con�guration of
 wireless networking equipment used today, as well as other "mobile" devices mobile devices 
that  have  internet  access,  including  methods  of  accessing  the  device,  con�guration  and 
change in con�guration, maintenance, security.

11. Virtualization of servers (3rd sem. 16 credits)

This  module  includes  the  preparation,   installation,   con�guration and maintenance  of the 
infrastructure needed for server virtualization and server virtualization itself, utilizingMicrosoft 
Hyper-V  as  well  as  VMware  vSphere.   Candidates   also  learn  to  install a nd con�gure High
 Availability and Disaster Recovery.

The module also prepares for certi�cation in Installation, Storage, and Compute with Windows 
Windows Server 2016: https://www.microsoft.com/en-us/learning/exam-70-740.aspx

13. Computer Networks 3 (3rd sem. 12 credits)

This  module  aims  to  describe  the  architecture,  components  and  operations of routers and
switches   on  a  large  and  complex  network  of  computers  including  con�guration  training
advanced of these devices as well as troubleshooting protocols OSPF, EIGRP, STP, IPv4 and IPv6. 
The module includes designing LANs, VLAN scaling, STP, Ethernet and HSRP protocol, Dynamic 
Routing, EIGRP protocol,Troubleshooting and Troubleshooting in EIGRP, Single Area OSPF 
Protocol,Multi-zone OSPF Protocol, OSPF Tuning and Troubleshooting.

CCNA R&S: Scaling Networks: 
https://www.netacad.com/courses/networking/ccna-rs-scaling-networks



14.Computer Networks 4 (4th sem. 12 credits)

This module is intended to describe the technologies of WAN  networks  and  services  required in 
the a complex computer network and the ability to con�gure protocols PPPoE, GRE,  eBGP,  SNMP 
and  QoS. The module includes the Concept of WAN Networks,  Face-to-Face  Links,  Branch  Links, 
Charts Advanced Access Control, Network Security and Monitoring, Quality of Services,

Network Evolution, Troubleshooting CCNA R&S Networks: Connecting Networks: 
https://www.netacad.com/courses/networking/ccna-rs-connecting-networks

After completing the module candidates are prepared for CCNA certi�cation:
Routing and Switching

15. Infrastructure security, countermeasures and security attacks (4th sem. 12 credits)

The module includes the basic concepts of computer  network  security, expands   the   knowledge 
related to possible attacks and explains methods of prevention and protection against these attacks.
Candidates learn how  to:  implement  authentication,  authorization  and  computation; build  and
 implement ACLs, describe attacks, and  implement  Layer  2  security  using  Cisco   switches; VLAN 
security   and  their   concrete  implementations;  di�erent  �rewall  technologies,  their  area-based 
implementation, ASA �rewall, IPS; di�erent encryption methods.

16. Introduction to Cloud ( 4th sem. 12 credits)

The module includes  the  basic  concepts  of  Cloud,  OCE 365 service description, administration of
Oce  365   tools    and    techniques,   domain  administration   and   synchronization    with    OCE 365, 
administration  of    Exchange   Online,   administration  of   Skype  for   Bussness,  administration   of 
SharePoint Online, planning and deploying OCE 365 Proplus, security on OCE 365, administration of
mobile devices through Microsoft Intune.

This module prepares candidates for certi�cation in MCSA: OCE 365

17. Introduction to mobile infrastructure (4th sem. 12 credits)

The module aims to inform the candidates more widely about the development of mobile telephony
inter generation (1G, 2G, 3G, 4G / LTE). Customer service for  every  generation, the basic  concept  of 
telephony, technologies, infrastructure and protocols used in mobile phones.

18. Administrimi i serverëve të bazave të të dhënave (sem4, 16 kredi)

This module serves as a basis for all candidates considering starting a career  as  an  administrator  of 
databases. The course involves creating and designing a  database  on  the server,  administration of 
database   instances,   database  optimization   and  troubleshooting,   data  management  database, 
database security integration, 'High Availability' integration.

Candidates are also prepared for MCSA certi�cation: SQL Server Administration: 
https://www.microsoft.com/en-us/learning/course.aspx?cid=20764 
https://www.microsoft.com/en-us/learning/course.aspx?cid=20765



19. Project management in IT (8 credits)

This module covers the stages, methods and skills of IT project management from beginning  to
the completion and delivery of the project, product or service. The main  purpose  is  to  present 
the  various  documentation  that  a  project  should  content,  ranging  from  Project  Charter  to 
Project Finalization.

This module prepares candidates for certi�cation in CompTIA Project +
https://certi�cation.comptia.org/certi�cations/project

20. Business communication (8 credits)

The module includes the main norms of professional behavior and relationships  at  work  where
it is learnt about the meaning and importance of communication; organizational communication 
structure;     (non)    verbal    communication;    e�ective   communication    in   the   organization;
 communication styles and c hannels;  presentation   skills;   preparing   e�ective   presentations; 
communication and management with customers; negotiation and its rules; teams  in  business 
and con�ict in organization.

21.Introduction to Sales (8 credits)

The module is intended to help candidates broaden their understanding of market research, its 
segmentation, understanding of the sales process, the di�erence between marketing and sales, 
customer relationship management (CRM) and the use of techniques and technology to improve 
and increase sales. Candidates will be noti�ed with up-to-date sales media and techniques, 
including the CRM system as a tool key to sales organization and assistance.

22. Design and documentation (8 credits)

The module covers the best methods for design and technical documentation of projects in  TI; 
basic documentation creation practices, designing diagrams with Microsoft Visio, Word and Excel,
 the use of software and multimedia tools to create technical documentation.

23. Productivity and process automation tools (8 credits)

The module covers advanced techniques for enhancing work productivity, identifying repetitive 
tasks and their automation,  the  use  of macro  tools  for  automation  of  processes,  creation  of 
macro commands.

24. Entrepreneurship and innovation (8 credits)

The module aims to introduce students to the basic concepts of entrepreneurship and innovation 
in    order   to   stimulate   thinking   and   acting   as    entrepreneurs.  It   covers   the   concepts of 
entrepreneurship and innovation, their stories, and their role today in society; the key theories of 
entrepreneurship and innovation, the di�erence  from   classical  management,   basic   pillars  of 
business models, possible sources of business �nancing, impact  of  technology  and  Internet  in 
entrepreneurship, case studies from the experience of successful entrepreneurs.


